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Anomauyin. Cmamms npucesuena 6ceOiuHOMY ananizy emudHux i npasogux acnekmis 0OpoOKU NepCOHATbHUX
OaHUX y 2N00ANI308AHOMY C8IMI, 30KpeMAa Y KOHMEKCI MIJCHaAPOOHO20 CNipoOimHuymeda. Y cmammi 3a3HayeHo, uo
3aXUCH NEPCOHANLHUX OAHUX CIMAE NPIOPUMEMOM Y CYHACHOMY THOpMAYitiHOMY CYCRinbemei, 0e 06poodKa GenuKux 0o-
csi2ie ingpopmayii € 0cH06010 015l PO3GUMKY YUPPOBUX MEXHON02IU. 3aysadicyembes, wo 3a2anbull peiamenm 3axXucny
oanux (General Data Protection Regulation, GDPR) éucmynae sx npogioHuil cmanoapm, wo 2apaHmye npo3opicmo,
beznexy ma 8i0nogioanbHicms npu 06podYI NnepCcoHaIbHUX Oanux He auute ¢ €gponeticokomy Coro3si, ane U 3a 1020 me-
orcamu. Brazano nHa cymmegi 8iomiHHOCmMI Midic nioxodamu 00 3axucmy Kor@ioenyiunocmi ¢ €C ma CILLA, 30kpema
Ha npuxnadi CLIIA niokpecieni HeOONIKU wo nos8 s3aHi 3 8i0CYMHICMIO €0UH020 hedepanbroco 3axkoHy y CnomyueHux
LImamax, wo cmeoproe yCKIaOHeHH s o 00 YHIPIKayil MINCHAPOOHUX nioxo0ie 00 3axucmy oanux. OKpemo po3eisaHymo
emuyHi BUKIAUKU 300PY OAHUX, 30KPeMA BAACIUBICMb IHPOPMOBAHOT 3200 KOPUCMYBAYIE, PIGHICTIL OOCHYNY 00 MEXHOL0-
2ill ma BUKOPUCMAHHSL 8EIUKUX MACUBI8 THHOpMayii 0I5t HAYKOBUX [ MEOUYHUX OOCAIONHCeHb. Y cmammi Ha2onouLyemocs,
Wo cydacui BUKIUKU YUPPoeoeo cepedosuiya, 30kpema Kibep3iouunHicms i yugposa nepisuicms, nompebyioms adan-
mayii MIdZCHAPOOHO20 3AKOHOO0ABCMBA 05l 3a0e3neyeHHs nPasosoi I mexHono2iuHoi eapmonii. 3o0kpema, nioKpecieno
BAANCIUBICIb NIOMPUMANHS OANAHCY MIJC NPABOSUMU, EMUUHUMU, MOPATLHUMU A MEXHON02IYHUMU ACNEeKMAMU, WO
00 3axucmy npag aoouHU 8 ymosax yu@posoi enoxu. Pozersnymo emuuni 6ukauxu 300py 0aHux, 30Kpema 8adciugicims
IHGhOPMOBAHOI 3200U KOPUCHY8AUI8, PIBHICIb 0OCMYNY 00 MEXHON02il Ma 8UKOPUCMAHHI 8EIUKUX MACUBIE IHpopmayil
0711 HayKogux docniodicenv. Hazonoweno npo cyuacui suxkauku yu@posoeo cepedosuiyd, 30Kpema KiOep3iouunHicmy i
yugposa HepisHicmo, nompedyroms a0anmayii MI’HCHAPOOHO20 3AKOHOO0ABCMEA OJisl 3a0e3NneyeHHs. NPaeosol i MexHo-
JI02I4HOI y32000i1cenocmi. Y cmamms akyenmyemvcs yéaea na HeOOXIOHOCMI CIMBOPEHHS MIDCHAPOOHUX HOPMAMUGHUX
nioxo0ie, 30amHux epeKmuUeHo peazy8amu Ha OUHAMIYHI 3MIHU Y cdhepi 00POOKU NePCOHATbHUX OAHUX Ma 3abe3neyyeamu
npo3opicmo i Cnpageodausicms Yyughposozo cepedosuuya.

Knrouosi cnosa: nepconanvhi 0ani, KoHghioenyitinicms, 2nobanizayis, emuxa.
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Abstract. The article is dedicated to a comprehensive analysis of the ethical and legal aspects of personal data
processing in the globalized world, particularly in the context of international cooperation. The article emphasizes that
personal data protection is becoming a priority in today s information society, where processing large volumes of data
is the foundation for the development of digital technologies. It is noted that the General Data Protection Regulation
(GDPR) serves as a leading standard, ensuring transparency, security, and accountability in data processing not only
within the European Union but also beyond its borders. The article points out significant differences in privacy protection
approaches between the EU and the USA, particularly highlighting the drawbacks associated with the absence of a
unified federal law in the United States, which complicates the unification of international data protection approaches.
Ethical challenges related to data collection are also discussed, especially the importance of informed consent, equal
access to technology, and the use of large data sets for scientific and medical research. The article stresses that modern
challenges in the digital environment, such as cybercrime and digital inequality, require the adaptation of international
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legislation to ensure legal and technological harmony. It specifically emphasizes the importance of maintaining a balance
between legal, ethical, moral, and technological aspects in protecting human rights in the digital age. The article also

highlights the need for creating international regulatory approaches that can effectively respond to dynamic changes in
personal data processing and ensure transparency and fairness in the digital environment.

Keywords: personal data, privacy, globalization, ethics.
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Problem statement. The article raises the
issue of personal data protection in the context
of globalisation, when digital technologies are
becoming the basis of economic, social and
political processes, creating new challenges for
legal regulation and ethical responsibility.

Relevance of the research topic. The
topic is relevant due to the rapid spread of digital
technologies, global information exchange,
and the growing number of cases of personal
data misuse. In the context of international
cooperation and Ukraine’s integration processes
into the European Community, data protection
is of critical importance for ensuring human
rights and security.

Purpose of the article. The purpose of
the article is to analyse the current ethical and
legal approaches to personal data protection in
the globalised world, and to identify the key
issues and prospects for their resolution.

Analysis of the latest research and
publications. Among modern studies on
personal data protection, the following should
be highlighted: Daniel J. Solove ‘Understanding
Privacy and The Digital Person’, which explores
the issue of privacy and personal data protection;
Shoshana Zuboff’s ‘The Age of Surveillance
Capitalism’ examines the impact of data
collection on privacy in the digital age; Julie
E. Cohen’s ‘Configuring the Networked Self”
focuses on privacy and data protection issues in
the latest technologies. In Ukraine, the issues of
personal data protection have been researched
by such scholars as: O. Gron, O. Mervynskyi, G.
Sutton, V. Onishchenko, S. Esimov and others.

Presentation of the main material. In a
globalised world, data has become an important
resource that all areas of activity rely on: from
business to government to science. It is the basis
for making decisions that affect the economy,
politics and social sphere. However, the growing
use of and access to digital technologies is
accompanied by new challenges, in particular in
the context of personal information protection.
This issue is particularly relevant due to the
importance of national and international
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security, when data can be used not only
to support legitimate actions, but also for
manipulation, espionage or abuse. One of the
main challenges for Ukraine is the regulation
of personal data processing in the framework
of international cooperation. Existing laws do
not always meet the requirements of modernity,
which causes conflicts between national
jurisdictions. This is vividly illustrated by the
example of the European Union, which in
2018 implemented the General Data Protection
Regulation (GDPR) [1], which aims to provide
stricter control over the processing of personal
information.

The Data Protection Regulation (GDPR)
covers not only European countries, but also
all companies that interact with EU citizens,
regardless of company location [1]. The GDPR
establishes clear rules for the processing of
personal data, including giving individuals the
right to control their data, request its correction,
deletion or transfer to other organisations. In
addition, the regulation requires companies to
implement adequate security systems to avoid
information leakage and provides for severe
fines for violators. This approach is aimed at
ensuring transparency in the use of personal
data and protecting the rights of citizens from
potential abuse by corporations or governments
[2]. At the same time, the application of the
GDPR poses certain challenges, particularly
in countries where data protection legislation
is less developed or where there are large
tech companies that may try to avoid strict
regulations. Thus, the issue of data protection
in a global context requires a clear balance
between innovation and ethics, legislative
initiatives and international cooperation. Only
in this way can we ensure reliable protection
of personal information while maintaining
competitiveness and the development of the
digital economy.

GDPR is not just a set of rules, but a
new approach to understanding privacy in the
digital environment. In an environment where
information is becoming an extremely valuable



ISSN (Print) 2708-339X ISSN (Online) 2786-7498
Legal Bulletin Ne 1(15), 2025

resource, this regulation emphasises that data
protection is about protecting the rights and
freedoms of every individual. The GDPR is
forcing companies around the world to consider
data security by giving users more control over
their personal information, as each individual
has the right to say: ‘My data is my property.’
This creates a new order in data processing,
where each step must be clearly justified and
transparent [3].

In the United States, the first steps towards
protecting personal data were taken back in
1974 when the Privacy Act was passed. This law
can be compared to a fence protecting personal
information. It establishes the principle of
voluntary consent to data processing, although
it provides for a number of exceptions for
cases where data is used for national security
or law enforcement. The law allows citizens

to know what data about them is stored and to
demand its correction or deletion, if necessary.
However, unlike the EU, the US does not have
a single law, and privacy is regulated through
various laws relating to specific areas, such as
healthcare, finance, or child protection [4].

Despite the fact that the US still does
not have a single national law similar to the
GDPR, individual states, such as California,
have developed their own data protection laws
that are closer to European standards. These
laws aim to: ensure greater transparency in the
use of data; and adequately ensure the rights of
consumers to access, delete and control their
data and how it is used. This indicates a general
trend towards tighter legal control as data
becomes an increasingly important factor for
the development of the economy and society
(Table 1)

Aspect. EU

USA

Regulation

The General Data
Protection Regulation (GDPR)

There is no single federal
law, there are industry-specific
laws (COPPA, GLBA)

Citizens’ rights

Extensive rights to access,
correct, delete and transfer data

Citizens’ rights vary by law
and industry

Data transmission

Strict rules on data transfers
outside the EU

Less stringent requirements,
depending on the industry

Control
and supervision

Independent data protection
authorities with powers to impose
fines

Federal and state agencies
(FTC)

User consent

More attention is paid to
obtaining explicit user consent

Often rely on self-regulation
of company

Reporting violations

Stricter data breach
notification requirements (72
hours)

Requirements vary by state
and industry

Data anonymisation

An important aspect of
privacy protection, anonymisation
requirements

Less stringent requirements
for data anonymisation

Processing
of children’s data

Special rules, parental
consent for children under 16

Children’s Online Privacy
Protection Act (COPPA) for
children under 13

Fines and sanctions

High fines for GDPR
violations (up to EUR 20 million
or 4% of annual global turnover)

Fines vary by law and

industry

Table 1 was developed by the author based on sources [2], [3], [4].

At the same time, globalisation raises
new ethical questions, in particular about the

inequality in access to technology between
developed and less developed countries.
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Technologies such as 5G are spreading rapidly
in wealthier countries, while other regions face
limited access to basic internet services. This
leads to a digital divide between societies,
which can deepen existing inequalities [4].
Therefore, in the context of globalisation, it is
necessary to take into account ethical aspects
when collecting and processing data, especially
in international research projects that emphasise
the importance of international cooperation,
the latest technologies and legal regulation to
improve modern research and maintain high
standards of information protection [3]. Such
projects include the MRFF (Medical Research
Future Fund) project, which represents
an innovative approach to global medical
cooperation and involves the organisation of
multinational clinical trials in compliance with
strict standards of patient data confidentiality
[5]; The ALLEA (All European Academies)
initiative is working to facilitate the exchange
of pseudonymised data between countries [6];
Snowflake’s Precision Healthcare Initiative
project integrates genetic data and digital
pathology to create personalised treatments [7];
artificial intelligence, which is becoming the
basis for data processing, the role of which is
to analyse large amounts of information, among
which personal data occupies a significant place
[8]. All of these projects are examples of how
modern science balances the need for access
to big data with the preservation of human
privacy. At the same time, ethical principles
such as informed consent or privacy protection
may be interpreted differently depending on the
cultural and legal characteristics of each region.

Globalisation has made it much more
difficult to hold people accountable for human
rights violations, especially in the context of
personal data privacy violations. When the data
of citizens of one country are misused by a
company based in another country, the question
is how to ensure the protection of personal data.
This issue remains relevant and requires the
active development of international cooperation
and generalised legislation to ensure the
protection of human rights in the digital world
[9]. In Ukraine, the dissemination of personal
data faces numerous ethical, legal and technical
challenges. One of the main ethical aspects is
ensuring the confidentiality of personal data,
which means protecting information from
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unauthorised access and use.

Equally important are the issues of fairness
and transparency of data processing. Citizens
should be informed about how their data is used
and have the opportunity to opt out of further
processing. At the same time, organisations
that process data should be responsible for their
safety and security [4]. Technical challenges
include the fight against cybercrime, as personal
data is becoming a target for hackers, which can
lead to major financial and reputational losses.
In addition, there is the problem of information
inequality, when not all users have access to
technologies that allow them to effectively
protect their personal data. Social aspects are
also an important issue, as data breaches cause
distrust in the organisations that collect the
data. This requires an ethical approach to the
use of information so as not to violate the rights
and freedoms of citizens [4].

Thus, the proliferation of personal
data in the context of globalisation requires
a careful balancing act between legal norms
and ethical principles, as this issue concerns
not only legal regulation but also fundamental
human rights and freedoms. This approach is
implemented differently in different countries
and regions, including the European Union
and the United States. In the EU, the main
focus is on protecting human rights, which is
reflected in the GDPR regulation, which creates
clear rules for the processing of personal data,
including guarantees of control over the use of
information by its owners. At the same time,
in the US, legislation is focused on balancing
the interests of the state, business and citizens,
where privacy rights are not always as high a
priority as in the EU, which creates a contrast
in approaches to data protection.

The ethical principles underlying data
processing should be focused on the protection
of human dignity. However, sometimes these
principles may conflict with legal requirements.
For example, in medical or scientific research,
disclosure of personal data may be beneficial to
society, but it may also violate individual rights,
including loss of employment or reputation.
This conflict between ethical and legal norms
complicates decision-making, especially in
emergency situations when it is necessary to
temporarily ease restrictions on access to data for
the public good. In addition, new technologies,
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such as social media data analytics, provide responsibility of governments and international
powerful tools for solving global problems, but organisations, but also of every individual,
also pose additional risks, including misuse and because in the context of digital globalisation,
unfair access to information resources. This everyone participates in shaping the future of
poses a challenge to society to find an optimal how they use their own data, which defines
balance between privacy protection and the modern digital life.
need to process data to achieve public goals. Therefore, effective personal data

Conclusions. Globalisation poses protection requires: 1) continuous improvement
significant challenges to the protection of international legislation, which must adapt
of personal data due to the disparity of to the rapid development of technology and
technological advances and the diversity of growing threats in the digital space; 2) active
regulatory approaches in different countries. cooperation between countries in order to
At the same time, this process creates the combine public efforts to create an effective
need for universal protection standards that system that will guarantee the protection of
take into account the global context of the personal information and ensure fair, transparent
digital environment. This task is not solely the and ethical use of personal data.
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